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Abstract

The circulation of substandard and falsified (SF) medical products remains a persistent
global health crisis, with a disproportionately severe impact on low- and middle-income
countries (LMICs). Nigeria, as a major pharmaceutical market in Africa, is especially
vulnerable due to a complex interplay of systemic challenges that weaken its regulatory
framework. This review explores Nigeria's Post-Market Surveillance (PMS) landscape,
highlighting key obstacles and leveraging recent advancements in technology and policy
to propose an innovative, future-oriented strategy. Despite significant hurdles, the
country has important opportunities to improve its PMS system through the strategic
adoption of mobile authentication services, blockchain traceability, and artificial
intelligence, along with targeted reforms. The paper concludes with specific, actionable
policy recommendations, offering a roadmap for policymakers to develop a resilient,
technology-driven PMS framework that safeguards public health and rebuilds trust in the
nation's pharmaceutical supply chain.
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Introduction

The global health community recognizes substandard and falsified (SF) medicines as a critical

threat, particularly in low- and middle-income countries (LMICs), where one in ten medical
products fails quality standards [1]. Nigeria, with Africa's largest population and one of its fastest-
growing pharmaceutical markets, carries a disproportionate burden [2]. A combination of
regulatory, infrastructural, and market challenges has enabled SF medicines to circulate widely
[3,4], leading to severe consequences ranging from treatment failures and preventable deaths to
antimicrobial resistance and major economic losses [5,6].

Post Market Surveillance (PMS) is central to medicine quality assurance, ensuring that
products on the market remain safe, effective, and of high quality [77]. In Nigeria, the National
Agency for Food and Drug Administration and Control (NAFDAC) is the primary body
responsible for Post Market Surveillance (PMS) [8]. Despite its mandate, the system remains
underdeveloped, hindered by outdated infrastructure, limited access to modern detection
technologies, inadequate laboratory capacity, and weak inter-agency coordination [9]. Yet, there
are opportunities to develop PMS into a strong system capable of reducing SF medicines.
Innovations such as mobile authentication services, artificial intelligence, blockchain, and rapid
diagnostic tools are beginning to transform the quality assurance worldwide [10]. This review
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aims to examine Nigeria's PMS landscape, present evidence on the burden of SF
medicines, evaluate the systemic challenges, highlight collaborative opportunities, and provide
policy recommendations.

Burden of substandard and falsified medicines in Nigeria
Nigeria bears one of the heaviest burdens of SF medicines globally. NAFDAC estimates that
counterfeit prevalence declined from 40% in 2001 to 16.7% in 2005, yet progress has plateaued,
with the agency targeting <5% prevalence by 2025 [11,12]. Empirical evidence confirms the
persistent nature of this threat: a 2021—2023 risk-based PMS report found quality failures across
antibiotics, analgesics, and pediatric medicines [13]. A study in Enugu and Anambra revealed that
25.4% of 260 essential medicine samples failed USP-42 specifications [14], and in Lagos, nearly
20% of antibiotics sampled failed API content tests [15].

The consequences are devastating: poor-quality antimalarials alone are estimated to cause
12,300 deaths annually and cost Nigeria nearly US$892 million per year [16], also accelerating
antimicrobial resistance and undermining national disease programs [17]. Tragic case studies,
from the 2008 My Pikin incident [11] to the 2024—2025 recalls of contaminated cough syrups
[18], underscore the human cost of regulatory gaps. Furthermore, the very existence of vast,
unregulated open drug markets, through which NAFDAC seized falsified medicines valued at over
N684 million (2022—2024), highlights the scale of the problem [12,19]. Together, these data show
that despite notable progress, Nigeria continues to face a significant public health emergency due
to SF medicines.

Current state of post-market surveillance in Nigeria

NAFDAC oversees PMS through its Pharmacovigilance and Post-Marketing Directorate, with
laboratories in Lagos, Kaduna, and Abuja serving as reference points [8]. Nigeria pioneered
Mobile Authentication Service (MAS), enabling consumers to verify drug authenticity via SMS
[20]. While innovative, uptake remains limited, studies report usage by only 20-40% of
consumers, constrained by network challenges and low awareness [10,21]. Pharmacovigilance
relies heavily on spontaneous adverse drug reaction (ADR) reporting through the Med Safety App
and hospital-based systems [22]. However, under-reporting remains widespread, especially
among nurses and pharmacists [23,24]. International partners such as the WHO has supported
NAFDAC’s post-marketing surveillance (PMS) in Nigeria through training, capacity building, and
its Global Surveillance and Monitoring System (GSMS) for substandard and falsified medicines
[25]. Complementing this, the U.S. Pharmacopeia’s Promoting the Quality of Medicines Plus
(PQM+) program has strengthened NAFDAC’s laboratory systems and quality assurance capacity
to improve medicine quality monitoring [26]. Despite these initiatives, Nigeria’s PMS framework
remains fragile, with significant room for strengthening infrastructure, coordination, and
technology integration.

Challenges to post-market surveillance in Nigeria

Nigeria's PMS remains constrained by multiple, interconnected systemic barriers that limit its
effectiveness. These challenges can be categorized into four key areas: (1) infrastructural and
resource deficits: inadequate laboratory capacity, outdated analytical equipment, and a critical
shortage of skilled personnel significantly delay the detection and response to poor-quality
medicines [27,28]. A lack of sustained funding restricts the expansion of routine surveillance and
investment in modern technologies. (2) Regulatory and enforcement weaknesses: despite
reforms, enforcement is inconsistent, characterized by weak penalties for offenders, prolonged
judicial processes, and critically poor inter-agency collaboration between NAFDAC, Customs, and
security agencies [29,30]. This fragmentation creates significant loopholes that are easily
exploited. (3) Unregulated markets and porous borders: the persistence of large, unregulated
open drug markets (e.g., Idumota in Lagos, Sabon-Gari in Kano) provides a direct distribution
channel for SF products [19,31]. This is compounded by porous borders, which facilitate the
inflow of counterfeit medicines from abroad, especially given Nigeria's reliance on imported
pharmaceuticals [32,33]. (4) Technological and awareness limitations: the uptake of
technological solutions like the pioneering Mobile Authentication Service (MAS) remains low due
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to poor telecom coverage, consumer fatigue, and limited public awareness [29]. More advanced
tools (AI, blockchain) are underutilized due to cost and expertise gaps [34,35]. Furthermore,
systemic under-reporting of adverse drug reactions by healthcare professionals cripples
pharmacovigilance efforts [36,37].

Roles of technology in strengthening post-market surveillance

Blockchain technology is an advanced database that stores information in a transparent way that
is resistant to tampering [38]. Blockchain technology was reviewed in the post-marketing
surveillance of medical devices, and some of its advantages were easy documentation of activities,
traceability of the devices, and detection of fraudulent activity [39]. It enhances drug safety by
ensuring the integrity and transparency of the pharmaceutical supply chain [40]. Blockchain
helps to track and verify the authenticity of drugs, thereby reducing the risks of counterfeit
medications introduced to the market [41]. Artificial intelligence also plays a good role in drug
surveillance [42]. After a product is put on the market, artificial intelligence (AI) greatly enhances
post-market monitoring by improving the ability to track, evaluate, and react to data about its
efficacy and safety [43]. Uses of Al in PMS are data collection, monitoring of activities, and
predicting trends [44]. AI can be used to analyze trends from various sources, which include
social media, patient registries, and research studies, which would give an insight into the efficacy
of the drug or medical device, ultimately improving drug safety and outcomes of drug users
[45]. A study suggests social media is an important tool for enhancing the post-marketing safety
surveillance procedure as it provides information on safety issues from people raising concerns
on social media or from debates about the drug [46].

Electronic health records are the digital versions of the medical histories of patients kept by
health professionals, which usually contain a complete medical history of the patient which
including allergies, side effects, and adverse effects of drugs [47]. They provide real-time access
to the patient, making it easier to track patients' health progress and response to medications
[48]. To conduct research that benefits society, public health experts are actively leveraging
electronic health data [49]. Clinical data is now scarce, but as more providers use EHRs, the
amount of data will increase [50]. This way, drug manufacturers, researchers, and public health
organizations will be able to better monitor illness outbreaks and possible threats from drugs in
the market during post-marketing surveillance.

Roles of collaborative networks

The key stakeholders involved in collaborative networks for post-market surveillance of
medicines are illustrated in Figure 1. Effective PMS depends on multi-stakeholder collaboration
[51]. In Nigeria, key actors include NAFDAC, Customs, the Pharmacists Council of Nigeria,
healthcare facilities, pharmaceutical companies, academia, and patients [52].

COLLABORATIVE

NETWORKS

Figure 1: Collaborative networks in post-market surveillance
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Table 1. Technological and collaborative strategies for strengthening post-market surveillance in Nigeria

Strategy Key Functions Challenges Examples with cited references Policy recommendations

Mobile Allows consumers to verify drug Limited uptake due to poor Nigeria’s existing MAS system Expand awareness campaigns, improve

Authentication authenticity via text messages network coverage, low public [29] telecom coverage, and incentivize consumer

Services (MAS) awareness, and consumer fatigue use

Blockchain Ensures transparency and integrity of  High cost, complexity, and need  Applied in supply chain Pilot blockchain systems for Nigeria’s drug
supply chains, enabling drug tracking for infrastructure surveillance projects globally [55]  supply chain, and establish a centralized
and authenticity verification database for real-time monitoring

Artificial Improves surveillance through big Limited local expertise and Used for pharmacovigilance Invest in Al capacity, integrate with

Intelligence (AI) data analytics, signal detection, and insufficient digitized data trend analysis in other LMICs NAFDAC’s Med Safety App for ADR
predictive modeling of ADRs [35] reporting

Electronic Health Provide longitudinal patient dataon  Clinical data scarcity due to low Leveraged in research for Scale up EHR adoption and link with PMS

Records (EHRSs)
Electronic Health
Records (EHRSs)

Collaborative
networks

medication outcomes, allergies, and
ADRs

Facilitate data sharing among
regulators, providers, and
international partners to detect and
respond to SF medicines

Integrate regulators, healthcare
providers, industry, academia, NGOs,
and patients for shared PMS
activities

EHR adoption rates

Under-reporting of ADRSs,
fragmentation of agencies (e.g.,
NAFDAC, Customs, Police)

Fragmented coordination,
under-reporting by frontline
staff, unclear roles, limited data
sharing

population-level drug safety [57]

ADVANCE project in Europe for
multi-stakeholder drug safety
collaboration [58]

NAFDAC-Customs joint
operations, ADVANCE and
ENCePP consortia [51-55]

systems for real-time pharmacovigilance

Establish multi-agency taskforces and
public-private partnerships to strengthen
PMS coordination in Nigeria

Formalize data-sharing platforms, define
stakeholder roles, provide incentives, and
strengthen multi-stakeholder engagement

ADVANCE: Accelerated Development of Vaccine benefit-risk Collaboration in Europe; ADR: Adverse Drug Reaction; Al: Artificial Intelligence; EHRs: Electronic Health Records;
ENCePP: European Network of Centres for Pharmacoepidemiology and Pharmacovigilance; LMICs: Low- and Middle-Income Countries; MAS: Mobile Authentication Services;
NAFDAC: National Agency for Food and Drug Administration and Control (Nigeria); NGOs: Non-Governmental Organizations; PMS: Post-Market Surveillance; MAS: Mobile
Authentication Services; ADR: Adverse Drug Reaction; LMICs: Low- and Middle-Income Countries; Al: Artificial Intelligence; EHRs: Electronic Health Records; NAFDAC: National
Agency for Food and Drug Administration and Control (Nigeria); PMS: Post-Market Surveillance; NGOs: Non-Governmental Organizations; ADVANCE: Accelerated Development of

Vaccine benefit-risk Collaboration in Europe; ENCePP: European Network of Centres for Pharmacoepidemiology and Pharmacovigilance
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NAFDAC's joint operations with Customs and security agencies have enhanced seizures, yet
coordination remains fragmented [53]. Lessons can be drawn from global consortia such as
ADVANCE in Europe and ENCePP, which successfully integrate regulators, academia, and
industry into shared PMS systems [54,55].

Healthcare providers are frontline contributors, but under-reporting by nurses and
pharmacists weakens pharmacovigilance [56]. NGOs like USP and private startups like RxAll play
complementary roles by providing technical innovations and consumer-facing tools [26].
Strengthening collaborative networks in Nigeria will require formalized data-sharing platforms,
clear role definitions, and incentives for participation.

Policy recommendations and future directions

To strengthen PMS in Nigeria, reforms must be both practical and forward-looking. Legislative
reform is a critical first step. Enacting a Medicines Quality and Safety Act would unify fragmented
laws and create an enabling legal framework that mandates serialization across the supply chain.
Such an act could also establish specialized fast-track courts for counterfeit medicine cases and
introduce asset forfeiture provisions to deter offenders, ensuring that legal outcomes are both
swift and impactful [57]. In parallel, decentralization of laboratory capacity is urgently needed.
Establishing regional Centres of Excellence for PMS within universities and teaching hospitals
would expand testing beyond the three national laboratories. Equipped with advanced
technologies such as high-performance liquid chromatography (HPLC) and next-generation
sequencing, these hubs could strengthen Nigeria’s capacity to detect falsified medicines while
fostering academic—regulatory partnerships [58].

Sustained engagement with the pharmaceutical industry is equally important. Fiscal
incentives such as tax reliefs, subsidies, and preferential procurement policies could motivate
manufacturers to adopt serialization and barcoding more rapidly, similar to India’s experience in
enforcing traceability for pharmaceutical exports [59,60]. Alongside economic tools, Nigeria
should harness technology-driven surveillance. The deployment of geospatial and satellite
monitoring, coupled with AI-powered analytics, could support border agencies and NAFDAC in
mapping illicit trafficking routes and identifying cross-border hotspots of counterfeit drug
inflows, adapting existing models applied in the monitoring of other transnational crimes [61].

On the international stage, Nigeria would benefit from deeper integration with global and
regional frameworks. Active participation in the WHO Global Surveillance and Monitoring
System (GSMS) and Africa CDC’s medicine quality networks would enhance early warning
mechanisms, improve access to real-time alerts, and strengthen Nigeria’s positioning as a
regional leader in quality assurance [62,63]. To sustain these reforms, human -capital
development is indispensable. Establishing a National School of Regulatory Science, modeled
after the U.S. FDA’s Centers of Excellence, could institutionalize advanced training programs for
NAFDAC officers, customs personnel, and pharmacists, thereby professionalizing and
modernizing Nigeria’s regulatory workforce [64].

Equally important is empowering consumers, who remain the final defense against SF
medicines. Expanding the Mobile Authentication Service (MAS), introducing nationwide
awareness campaigns, and piloting innovations such as IoT-enabled smart packaging and
handheld portable screening devices would engage patients more directly in medicine verification
and strengthen community participation in surveillance [59,65]. Future research should provide
the evidence base to guide policy. Priorities include cost-benefit analyses of serialization, rigorous
evaluations of AI-driven pharmacovigilance systems in resource-limited contexts, and consumer
behavior studies to better understand the drivers of counterfeit medicine purchases. Together,
these reforms would move PMS beyond fragmented efforts and toward a resilient, data-driven
system capable of safeguarding medicine quality for all Nigerians.

Conclusion

Combating substandard and falsified medicines in Nigeria demands a decisive and integrated
strategy. Current efforts, while showing past progress, are hampered by systemic weaknesses in
regulation, infrastructure, and enforcement. To build a resilient system, Nigeria must enact
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robust legislation like a dedicated Medicines Quality and Safety Act and invest in regional Centers
of Excellence for decentralized testing. Success hinges on strengthening multi-stakeholder
collaboration and fully leveraging innovative technologies such as AI and blockchain for supply
chain monitoring. Ultimately, by implementing these coordinated measures, legislative,
technological, and collaborative, Nigeria can transform its post-market surveillance into a
powerful shield, ensuring medicine quality, protecting public health, and securing its position as
a leader in regional health security.
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